

EBS Two-factor Authentication Rollout Strategy
Background

MSU currently uses a single-factor solution, NetID and password, for authenticating access to systems across campus. This approach proved to be insufficient recently when MSU faculty and staff were targets of a phishing scheme and a monetary loss resulted when the perpetrator gained access to s Enterprise Business Systems (EBS) using the individuals’ credentials. Given the digital environment today, a stronger authentication method for MSU is needed.
To address this need, MSU will implement two-factor authentication for systems containing sensitive or restricted information. EBS will be the first system for which two-factor authentication will be applied. This is scheduled to occur March/April2015. The initial object for this implementation is to safe guard MSU employee data, human resources payroll and finance data, and to provide additional security on EBS applications to prevent susceptibility to phishing attacks. All individuals with access to EBS will need to register with the new system prior to using two-factor authentication for access. Once implemented for EBS, two-factor may be implemented for additional applications accessed via Sentinel, MSU’s single sign on system. 
Approach

· Phased pre-registration prior to staged implementation
· Rollout based on existing, established roles and groups

The recommended approach is to register select groups’ two-weeks prior to first-time use of the system. Staged implementation will begin with those individuals that are closest to the applications and security (e.g., security contacts, IT personnel, HR unit administrators, fiscal officers), followed by those who are highly active in the systems, and concluding with others who use EBS least frequently. Online documentation and training will be provided prior to registration with face-to-face support provided during implementation. Central and supporting roles across campus will begin using the new method first so they may assist others within their specific college or unit.
All MSU employees will be rolled into the system over a six-week period beginning in March and concluding in April 2015. This controlled change to stronger access mitigates questions to those that will provide support, and should minimize system lockouts. In addition, this approach uses existing, established roles thus reducing the need to build unique groups no longer needed at the conclusion of this project.

Wave 1 – Central and Supporting Roles

Implement March 16

Register March 2 - 15
· EBS Central Office Roles

· Security Contacts

· IT Contacts

· IT Services (for support)

Wave 2 – High Activity Roles

Implement March 23 
Register March 9 – 22

· Fiscal Officers

· Budget Officers

· Financial Document Preparer

· Unit Time Entry Specialists

· HR Unit Administrators

· Unit Time Administrators

· Unit Time Entry Specialists

· Manager Self-Service
· Sensitive Data Access Roles
· Identified Go-to Staff (Similar to EBS Change Agents)
Wave 3 – Mid-range Activity Roles

Implement March 30

Register March 16 – 29
· HR Payroll Approver

· HR Payroll Approver adhoc

· Account Reviewer Level Two

· Organization CAM Processor

· Organization Procurement Content Reviewer

· MSUEDW

· BI PAG University

· BI PAG Restricted

· BI AAR University

· BI AAR Restricted

· BI BGT University

· All Cognos roles

Wave 4 – Incidental Activity Roles

Implement April 13

Register March 23 –April 12

· Hourly support staff with time parameters

· Salaried support staff

· Affiliate users of EBS

· All individuals with ESS roles excluding separated and retired employees
Strategy Pros and Cons

Pros

· Using established and existing roles minimizes the need to create and maintain new security groups no longer needed following implementation.
· Leverages individuals closest to EBS applications to serve as local support within colleges for people with less exposure to the system. Akin to a train-the-trainer approach.
· Adds a level of security to university data by instituting stronger authentication use by those who access the core parts of the systems first. 
· Individuals in colleges, units and departments will be phased in at different times instead of a collective group in their entirety. This allows for local IT members to be familiar with the system prior to enabling for their business users.
Cons

· The number of individuals who are phased in will vary week by week with the largest volume of users occurring in the last wave.
